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Abstract

Background:

Patients are required to share information with their doctors to facilitate correct diagnosis and deter-
mination of treatment, especially to avoid adverse drug interactions. Despite efforts to fully implement
and adopt Electronic Health Records System, there is limited attention to fully secure patients’ de-
tails. Issues of privacy and confidentiality still remain a major concern at health facilities mainly in
developing countries like Uganda. This study aimed to determine what privacy and confidentiality
mechanisms are used in the EHRs (Clinical Master and ICT4 M-Power systems

Methods:

The study used a design science research approach that adopted qualitative methods. Data Flow
Diagrams were used to design the desired artefact while the development of the encryption and de-
cryption tool, we used the Hypertext Pre-Processor(PHP) time platform, which is an object-oriented
programming language and is a block component that is made up of Cascade Style Sheet (CSS) and
HTML(hypertext markup language ) embedded in PHP for it to be fully functional and be able to
connect to and run on the server where most of the records and details of the activities are stored in
the database.

Results:

The respondents pointed at various current mechanisms for privacy and confidentiality that included;
user credentials, segregation of roles, Physical access control, international access policies, interlocked
interface screens, and training of users.

Conclusion:

The inclusion of encryption and decryption features are very vital to enhancing health facilities’
capacity and measures for establishing the privacy and confidentiality of patients’ data.

Recommendation:

The Ministry of Health, Uganda, and implementers of EHR should adopt the encryption and de-
cryption tool for use at the health facilities as the second layer of security to ensure the privacy and
confidentiality of patients’ data.
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1. Background of the study

Privacy is described as the ability to determine
for people when, how, and to what extent infor-
mation about people is communicated to others.
Parrott, Burgoon, and LePoire (2003) identified
four types of privacy: physical privacy, social pri-
vacy, psychological privacy, and informational pri-
vacy. Informational privacy refers to having con-
trol over external access to personal information
and protection against the disclosure of such in-
formation.

Confidentiality involves a set of rules or a
promise usually executed through confidentiality
agreements that limit access or place restrictions
on certain types of information. Confidentiality
is closely related in meaning to one of the major
uses of the term “privacy,” namely, informational
privacy. In health care interactions, patients com-
municate sensitive personal information to their
caregivers so that the caregivers can understand
patients’ medical problems and treat them appro-
priately. By calling such information confiden-
tial, we indicate that those who receive the infor-
mation have a duty to protect it from disclosure
to others who have no right to the information
(Moskop,2005).

Patients are required to share information with
their doctors to facilitate correct diagnosis and
determination of treatment, especially to avoid
adverse drug interactions (Jimmy & Jose, 2011).
However, most patients may refuse to divulge im-
portant information in cases of health problems
such as psychiatric behavior and HIV status as
their disclosure may lead to social stigma and dis-
crimination. Over time, patient health records
can serve a range of purposes apart from diagno-
sis and treatment providers as patients ¢ medical
records accumulate significant personal informa-
tion including identification, history of medical
diagnosis, digital renderings of medical images,
and treatment received among others (Tesema,
Medlin, & Abraham, 2010). With the importance
of patients’ medical records, which are shared
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with payer organizations such as insurance, Medi-
care, or Medicaid to justify payment of services
rendered by physicians, healthcare providers may
use records to manage their operations, assess ser-
vice quality, and identify quality improvement op-
portunities (Essay Sauce, 2012). The motives for
compromising privacy and confidentiality of pa-
tients’ information could be either economic or
non-economic nature. For instance, some indi-
viduals such as insurers, employers, and journal-
ists take and utilize patients’ records for economic
gains, while others may have noneconomic mo-
tives such as a person involved in a romantic re-
lationship. These attackers may have resources
ranging from modest financial backing and com-
puting skills to a well-funded infrastructure to
threaten a patient as well as the operations of a
healthcare facility. In addition, threats could de-
pend on the technical capability of attackers who
may be novice or sophisticated programmers and
thus, easily access (hack into) electronic health
records systems. Moreover, with the growing un-
derground cyber economy (Knapp, Ford, Mar-
shall, & Rainer, 2007) notes that an individual
with the intent to acquire data and possess ade-
quate financial resources may choose to buy the
services of sophisticated hackers to breach health-
care data.

Therefore, the interoperation of EHRs is crit-
ical in order to maintain privacy, and access
controls. But security measures must be im-
plemented throughout the workflow right from
the design and implementation. Unlike tradi-
tional paper medical records, EHR systems can
be programmed to include encrypted informa-
tion, audit functions, and other safeguards to
maintain the security of health records (Kruse,
Smith, Vanderlinden, & Nealand, 2017). No form
of electronic security, however, can prevent indi-
viduals who view the exchanged data from im-
properly revealing sensitive information (Hazin,
2013). There have been breaches of privacy
and confidentiality related to patients’ informa-
tion in healthcare facilities and particularly in
health and non-healthcare providers’ offices with
the existence of limited yet violated measures for
ensuring privacy and confidentiality of patient
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data (Beltran-Aroca, GirelaLopez, Collazo-Chao,
Montero-Pérez-Barquero, & Munoz-Villanueva,
2016). This study focused on the development
of the encryption and decryption tool for the pri-
vacy and confidentiality of patients’ information
stored in the EHR system at the health facility.

2. Methodology

Study design:

The Design Science Research approach was
used during the creation of a practical solution to
solve an identified problem which is in line with
the study aim. The model always begins with
problem identification and motivation while the
objectives of a solution are adaptively drawn us-
ing existing knowledge. Then, an artefact that
solves the problem is designed and developed.
The implemented artefact is demonstrated, eval-
uated, and communicated.

Setting:

The study was conducted at 2 study sites;
a public and private health facility at Mukono
Health Center IV (now Mukono General Hospi-
tal) and Doctors Medical Center — Kampala re-
spectively. These two healthcare facilities were
selected in order for the researcher to understand
the perspectives of what is in private and pub-
lic health facilities in relation to EHRs because
they both have EHRs that are used at the point
of care. Notably, Mukono Health Center IV is a
public health facility that provided real lived ex-
periences of EHRs since it uses 1CT4 M-Power
while Doctors’ Medical Center — Kampala pro-
vides perspectives of private health facilities as
it uses Clinical Master as the EHR system. In
terms of patients’ capacity, Mukono health center
IV has high a volume facility compared to doc-
tors’ medical center. With regards to system ca-
pacity, this may largely depend on the number
of users who computer the data. Mukono Health
Centre IV commonly known as Mukono Mini Hos-
pital is an outpatient health facility located on
the Kampala-Jinja Highway, in Mukono Munic-
ipality, approximately 20 kilometers (12 miles),
east of Kampala, the capital and largest city in
the country. While, Doctors’” Medical Center —

Kampala is a private facility located at Mpererwe
along Kampala Gayaza Road, it’s a health main-
tenance organization (HMO) that provides afford-
able healthcare insurance to its clients. Data were
collected between February and March 2021 and a
total of fifteen (15) respondents were interviewed.

Participants:

The study population comprised healthcare
workers (Medical Officers, Nurses, Midwives, Lab
Technicians, and Pharmacist) and support staff
(Accountants, Health Information Officers, and
IT Technicians), and hospital management (ad-
ministrators, in-charge and head of sections). The
facility staff who interacted with the electronic
health records systems (ICT4 M-Power and Clini-
cal Master) at Mukono General Hospital and Doc-
tors’” Medical Center — Kampala were involved
in the study. Nonetheless, any facility staff at
Mukono General Hospital and Doctors’ Medical
Center — Kampala that did not interact with the
electronic health records systems (ICT4 M-Power
and Clinical Master) and those that ever used the
system but are no longer staff at the facilities were
excluded.

In this study, a non-probability of sampling
(purposive sampling) was used to select respon-
dents from each study site based on the charac-
teristics of the population, the objective of the
study, and the responsibility they had to the elec-
tronic health records systems.

Notably, from Mukono Health Center IV
(which uses the ICT4 M-Power system).

Data sources:

A data collection tool was developed by the re-
searcher based on insights gained through the lit-
erature review. The interview tool was reviewed
by a senior Health Informatician and researcher
in the field, and edited by the principal investiga-
tor /researcher based on feedback. The interview
questions were reviewed and modified by consen-
sus between the principal researcher and research
assistant who had vast knowledge of the Health
information system and the healthcare system of
Uganda. The interview study tool used for this
study is presented in Appendix II of this docu-
ment.

Each interview was treated as an individual
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case, and interviews were audio-recorded and de-
identified. In cases where the interviewee wasn’t
comfortable with audio recording, the researcher
took shorthand notes which were later expanded.
Throughout the process of the interviews, probes
and follow-up questions were added as needed to
encourage amplification and elucidate responses.
Specific questions were added as the interview
process proceeded and data collection was termi-
nated when the researcher realized that the re-
spondents were no longer mentioning any new in-
formation in regard to the security concerns in
the system (reached point of saturation). The sec-
ondary data collection approach used in this study
was a document review of the existing EHR user
manuals for ICT4 M-Power and Clinical Master
and also policy analysis was performed (for in-
stance HIPAA 2013, Computer Misuse Act 2011
among others) to supplement the primary ap-
proach used to answer ROs 1 & 2. This helped
the researcher to triangulate data got from other
sources and deepen the knowledge of existing
EHR systems and practices and therefore facil-
itating the successful implementation of the en-
cryption and decryption tool.

Study size

A total of 10 key informants were sampled and
interviewed this is because it had a fairly bigger
number of users (28) and thus, 10 key informants
were considered a fair representation as the re-
searcher realized no new information was coming
from the 10th respondent. Similarly, from Doc-
tors’ Medical Center — Kampala (that uses Clini-
cal Master) a total of 5 key informants were sam-
pled and interviewed. The facility has a smaller
staff population and patient turnover compared
to Mukono General Hospital, thus, out of 15 users
of the Clinical Master system, 5 staff were consid-
ered a fair representation of the entire population
and interviewed. The key informants were con-
sciously and purposively picked across the differ-
ent departments, units, and sections of the facility
to have a true representation of all staff that in-
teracts with the systems.

3. Results

Description of the Current Privacy and
Confidentiality Measures

User Credentials

Results indicated users for the EHRs; Clinic
Master and ICT4 M-Power have been assigned
user credentials in form of user names and pass-
words to access the system. Users are categorized
depending on the department or unit they belong
to, such as reception, pharmacy, laboratory, ma-
ternity, and accounts among others. Thus, users
are able to only access those services as offered
in the different departments. However, because
there is a limited number of computers at the
health facilities, it so happens that the majority
of users tend to share the computers. In addition,
because the staff (personnel) at the health facility
are few, when one doesn’t report for work, it will
so happen they will share with the colleague their
username and password. This eventually creates
a threat to patients’ data due to loss and misuse
of user credentials.

Segregation of Roles

The roles of system users in ICT4 M-Power and
Clinical Master have been clearly segregated. For
instance, the clinician has a dashboard to cap-
ture information related to clients’ illness history
and condition, prescriptions, and recommenda-
tions including referring for laboratory diagnosis.
At the Lab level, the Lab Technician is only able
to see the lab requests from the clinicians. Af-
ter, the test results are fed into the system and
sent back to a clinician who does the prescription.
Once the Clinician has fully diagnosed and pre-
scribed treatment to the patient, there is not any
other way the information can be seen by other
users.

At this stage, the patient is referred to the phar-
macy or dispensing unit with an electronic pre-
scription note. Lastly, at the pharmacy (dispens-
ing unit), data from the clinician is retrieved to
aid dispensing. The data about actual drugs and
supplies dispensed is fed into the system including
payments made. At every stage, a particular user
can only access and view what they are meant to
see with regards to a particular service or care to
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a given patient, as indicated in the quote below:

We hold our patients’ data as very sensitive and
vital at every point of care within our health facil-
ity; you can’t just see their data, no.., if you do
not have a personal username and password there
1s no way you can get it even if the patient seeking
care is a relative to you as a staff — Reception-
ist, Doctors’ Medical Center - Kampala.

Interlocked Interface Screens

According to the ICT4M-Power system, every
module has its page and every page has a person
who is authorized to open and access the data, as
was asserted by a Clinician from Mukono Health
Center IV that;

This system is made in a way that each of the
users has a username and password with a dash-
board that has specific roles for each user; say a
clinician like me so you only write and feed what
you have to in your page and afterward send to
another point of care like to the Lab - Clinician,
Doctors’ Medical Center - Kampala .

Training of Users

Before implementation of the system, every sys-
tem user is trained to ensure security and effec-
tive use of the system. The issues covered include
the functionality of the system and majorly how
to maintain the privacy and confidentiality of pa-
tients’ data.

In addition to training is the fact that the sys-
tem has colours that are assigned to indicate the
current health condition of patients whose mean-
ing is known and only interpreted by health work-
ers or systems that are involved in using the sys-
tem. The assignment of colors is done to ensure
confidentiality of the patient’s health conditions
and related information as illustrated by a Medi-
cal Records Officer;

The system has manual color codes; blue, yel-
low, and red that the guys who came from Sweden
put. We have different colors in the system that
we use to indicate patients’ health conditions or
state of illness which anyone else may not know.
When the person comes and is not in good con-
dition, for example, we have yellow, which is as-
signed to slightly sick patients or a bit seriously
sick. We have read, for someone who is seriously
il and once I assign someone red color automat-

ically goes on top of others for the doctor to pick
this patient for faster service delivery — Medi-
cal Records Officer, Mukono Health Centre
IV.

Therefore, results related to training of systems
users indicated that just a few of the health facil-
ity personnel received orientation on how to use
and thorough training about functionality of ei-
ther clinical mater or ICT4 M-Power.

Physical Access Control

Results indicated that both ICT4 M-Power and
Clinical Master systems had privacy measures in
place for ensuring the privacy and confidential-
ity of patient data, which includes; physical ac-
cess control for authentication checks, for exam-
ple, burglar-proof doors with biometrics.

On the other hand, computers are fully guarded
against any threats and viruses. Firewalls are
fully installed and the anti-virus is routinely up-
dated for checking and detecting any threats. Au-
tomatic backups have also been automated to
avoid any loss of data. This has been illustrated
in the quotation below as;

Security being that it’s very important in re-
gards to keeping patients’ data, our health facil-
ity placed measures in place such as; firewalls and
anti-virus soft-wares that are updated now and
then to ensure that they work effectively. In addi-
tion, we have backups and physical access control
to ensure that access to patient’s data is not for
every Tom, Dick, and Harry. These security mea-
sures have helped our facility not face any legal lia-
bilities that could arise as a result of information
leaks — Medical Records Officer, Mukono
Health Centre IV.

Study findings related to privacy measures in-
dicated that just a few have been so far integrated
at the facility included; authentication checks and
most importantly physical access controls which
have strengthened the privacy of client informa-
tion and built trust and efficiency.

Internal Access Policies

At the different health facilities respondents in-
dicated that they have introduced internal access
policies to guide use of the EHR implemented.
This has been affirmed by the quote below;

We have our physical internal policies for ex-
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ample not sharing passwords with other people,
you must make sure the password is only yours
and in case you realize that someone stealthily ac-
cessed your password or known the password so
we are always advised to change it immediately
and most times we are advised to change pass-
words every after three months just to make sure
that your password is safe and no one can access
it — Clinician, Doctors’ Medical Centre —
Kampala.

Data Management and Analysis

At the end of the interview process, the au-
dio recordings were transcribed verbatim by the
researcher and validated independently by a re-
search assistant with knowledge in health infor-
matics who re-listened to the audio recordings to
ensure they were accurately transcribed. Obser-
vations from the research assistant were shared
with the researcher who incorporated them into
the final interview script. Both the researcher
and the research assistant engaged in a reflexive
dialogue to conduct an open inductive analysis.
Open Inductive analysis, is an approach to data
analysis that aims at deriving more general con-
cepts through the interpretation of raw textual
data (Braun, 2006; Krippendorff, 2004). After
the initial analysis of data, the researcher shared
the preliminary results of the study with the re-
spondents (in consultative discussion) to ascertain
if what they shared was well presented and get
their views about the encryption and decryption
tool developed.

The feedback from this consultative discussion
was used and informed the refinement of the tool
after familiarization with the raw data a coding
scheme was developed in a multi-level process.
Statements that mentioned mechanisms, chal-
lenges, requirements, features, and recommenda-
tions were identified and categorized into codes.
Any discrepancies were discussed and new codes
or code definitions were created. The truthfulness
of findings was enhanced through frequent discus-
sion between the researcher, and research assis-
tants to ensure that the codes, subthemes, and
themes adequately described and encompassed
the data collected. While the responses from the
observation checklist were analyzed and presented

as proportions based on respondents.

4. Discussion

Privacy and Confidentiality Mechanisms
Used in EHR and Challenges Faced

This study aimed at developing an encryption
and decryption tool for the privacy and confiden-
tiality of patients’ data in the EHRs. The use of
encryption and decryption tools provides a second
layer of security for patients’ data in the EHR, the
testing of the functionality of the tool showed that
data is encrypted at the source and can only be
decrypted by the recipient who has received the
decryption key. Like most of the health records
systems in Uganda, ICT4M-Power and Clinical
Master have a core function mainly login accounts
and passwords for purposes of interacting with
these systems to purposely access the patients’
data and ensure the privacy and confidentiality of
patients’ records. The presence of a role defini-
tion and a page for every user of the systems with
its defined access rights is aimed at ensuring the
privacy and security of patients’ data as per the
requirements of the Uganda E-Health Misuse Act
2011 and Data Protection Act 2011.

It was evident that the ICT4M-Power system
satisfies both local and international standards
and regulations which make it a generally ac-
ceptable system. The standards and regulations
include; HIPPA, HMIS guidelines, the Uganda
E-Health Misuse Act 2011, Data Protection Act
2011, and the Computer Misuse Act as well as ISO
Lab certification. However, the system conforms
to and satisfies just sections of privacy and con-
fidentiality requirements in these standards and
regulations leaving a lot to be desired. The clini-
cal Master system satisfies four standards such as
HIPPA, the Uganda E-Health Misuse Act 2011,
Data Protection Act 2011, and the Computer Mis-
use Act 2011. However, the absence of different
layers of security and data encryption stand as
critical standards that needed to be met for the
system to ensure the privacy and confidentiality
of patients’ data.
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5. Conclusion:

The inclusion of encryption and decryption fea-
tures are very vital to enhancing health facilities’
capacity and measures for establishing the privacy
and confidentiality of patients’ data.

Recommendation:

The Ministry of Health, Uganda, and imple-
menters of EHR should adopt the encryption and
decryption tool for use at the health facilities as
the second layer of security to ensure the privacy
and confidentiality of patients’ data.
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